IHAMATKA . .
JJIS1 OBYYAIOIIUXCSI Ob TH®OPMALIMOHHOU BE3OITACHOCTU JETEU

HEJIb31
1. Bcem moaps cooOmaTts CBOKO YacTHYIO MH(DOpPMANUIO (HACTOSIINE UMs, (aMUIHIO, TeIe(OH,
azipec, HOMep IIKOJIbI, a TaKkxke (hoTorpapuu CBOU, CBOEH CEMbHU U JIpy3eil);

2. OTKpBIBaTh BIOXEHHBIE (DAaiiIIbI 2JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIIS,

3. I'pyOuth, npuanpathcsi, OKa3bIBaTh AaBJICHHUE - BECTU C€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacriopsbkaiicsi JeHbraMyd TBOEH ceMbH 0€3 paspemieHHs] CTapIIuX - BCETAa CHpalinBai
poauTenen;

5. He Bcrpeuaiicst ¢ MHTepHET-3HAKOMBIMU B PEAJIBHOM JKU3HM - IIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JOBEpsEIlIb.

OCTOPOXHO

1. He Bce numryt mpasny. Yutaeus o cebe HempaBay B MHTepHeTe - cooOum 006 3TOM CBOMM
POIUTENSIM WU ONIEKyHaM;

2. [lpurnamaroTt nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU M10/IBOXA;

3. He3zakoHHoe konupoBaHue (aiiiaos B IHTepHETE - BOPOBCTBO;

4. Becerna pacckasbiBail B3pOCIIbIM O po0sieMax B CETH - OHU BCeria MOMOryT;

5. Wcnonb3yil HaCTpOMKH OE30MacHOCTH W MPUBATHOCTH, YTOOBI HE TOTEPSATh CBOM AKKAYHTHI B
COLICETAX U JPYTUX MOpTalax.

MOKHO
1. YBaxaii Ipyrux nojab30BaTeeu;

2. [lonb3yeuibcst IHTEpHET-UCTOUHUKOM - JIeNIail CChIIKY Ha HETO;

3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OO6maThCsi 32 MOMOIIBIO B3POCIBIM - POJIUTENH, ONEKYHbI M aJIMHUHUCTpAIMsS CAaWTOB BCET/a
IIOMOT'YT;

5. IIpoitan o6yuenue Ha caiite "CeTeBUUOK" U MOJIy4H MACTIOPT HUGPOBOTO rpakaaHuHa!

NHOOPMALIMOHHASA ITAMATKA JJIA OBYYAIOIIUXCA

C KaX/bIM T'OJIOM MOJIOJIE)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJbHUKHA OJHH M3 CaMbIX
aKTUBHBIX Mojb3oBaTenell Pynera. Mexnay TeM, NOMHMO OIPOMHOIO KOJMYECTBA BO3MOXKHOCTEH,
MHTEPHET HECET U MPOOJIEMBL. JTa MaMsATKa JI0JKHA TOMOUYb TeOe 0€301acHO HaXOAUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KowMmmploTepHblli BUpYyC - 3TO Pa3HOBUJIHOCTb KOMIIBIOTEPHBIX MpPOrpaMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B 0MosiHeHne K 3TOMY, BUPYChl MOTYT
MOBPEINUTh WIIM TMOJHOCTHIO YHHUYTOXHUTH Bce (Dalpl W JaHHBIC, MOJKOHTPOJBHBIE IOJIb30BATEIIO, OT
MMEHM KOTOPOro OblIa 3amylleHa 3apa)KeHHas MporpaMma, a TakKe MOBPEAUTh WM Jake YHUUTOXKHUTb
OTIEPALIMOHHYIO CHCTEMY CO BCeMH (QaiilamMu B [eloM. B OoJbIIMHCTBE CiydaeB pacHpOCTPAHSIOTCS
BHUPYCHI Y€PE3 UHTEPHET.

MeToabl 321U THI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnionp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPbE3HBIA YPOBEHb 3aLUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. IloctosHHO ycTaHaBnuBail mnautu (UudpoBble 3aIUIATKH, KOTOpbIE ABTOMAaTHYECKU
YCTaHABJIMBAIOTCS C IEIBIO TOPAOOTKHU MPOTPaMMBbI) M Ipyrue OOHOBJICHHUS CBOCH ONEPALlMOHHON CUCTEMBI.
CkaumBaii ux Tonbko ¢ oduuuansHoro caiita paspaborunka OC. Ecnu cymiecTByer pexum
aBTOMATHYECKOTO OOHOBIICHHSI, BKIIOYH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE IOJ IpaBaMH I0JIb30BaTels, a HE aAMHUHHMCTparopa. JDTO He
MIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCS HAa TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. MHcnonb3yil aHTUBUPYCHBIE IPOTrPAMMHBIE MPOAYKTHl M3BECTHBIX MPOU3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NYECKUM TOCTYN K KOMIIBIOTEPY AJIsl HOCTOPOHHUX JIMLL;

6. Mcnionb3yil BHELIHME HOCUTENIN MH(DOPMALIUK, TaKue Kak Quierika, JUCK UK (aiiin u3 nHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbIiBali KOMIBIOTEpHBbIE (ailfibl, MOMyYeHHbIE M3 HEHA/EKHBIX HCTOYHUKOB. Jlaxe Te
(aiisel, KOTOpPBIE MPHCTA TBOK 3HAKOMBIH. JlydIle yTouHU y HETO, OTIIPABIISUI JIH OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BUJ nepenadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb OpeHa, Mapka. Eme B 1991
roJy HHJEpIaHicKas KomriaHus 3apeructpuponana Opens "WECA", uto o0o3Ha4aao CIOBOCOYETAHUE
"Wireless Fidelity", koTopblii mepeBoanuTCs Kak "OecrpoBOIHAS TOYHOCTE".

Jlo Hamero BpeMeHH JIoliia Apyras abopeBuatypa, KoTopas SBISETCS TaKOH ke TeXHOJIOoruei. 1o
ab0peBmarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO TaHO ¢ HAMEKOM Ha CTAHJAPT BBICIICH 3BYKOBON TEXHUKHU
Hi-Fi, uyTo B mepeBojie 03HauaeT "BhICOKAst TOYHOCTH'".

Ja, OecrulaTHBIA WHTEPHET-AOCTYII B Kade, OTeISIX U adporopTax SBISCTCS OTIHYHOM
BO3MOXXHOCTBIO BBIX0Jla B MHTepHET. Ho MHOTHE 9KCIepThl CUUTAIOT, YTO obmenoctynabie Wi-Fi cetu He
SIBJISIFOTCSL 0€30T1aCHBIMHU.

CoseTtbl 10 0e30acHOCTH padoThI B 001e10CTYNHBIX ceTsix Wi-fi:
1. He mepenaBaii cBoro JInuHYI0 HHPOpMAIHIO depe3 obmenoctymasie Wi-Fi cetn. Paboras B HuUX,
JKeJaTesIbHO HE BBOJAUTH MApPOJIM JOCTYIA, JIOTUHBI U KAKUE-TO HOMEpa;

2. Hcmonp3yii u OOHOBISIH AaHTUBUPYCHBIE IpOrpaMMbl H OpaHamayep. Tem caMbiM ThI
o0e3omacuiib cedst OT 3aKauKH BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanmu Wi-Fi otkmoun ¢ynkmmro "OOmmii qoctyn k ¢aiiamMm u mpuaTEepam’.
Jannass (QyHKUMS 3aKpbiTa MO YMOJYAHHUIO, OJHAKO HEKOTOpBHIE IMOJIh30BATENM AKTUBUPYIOT €€ s
yI00CTBa MCIIOIB30BaHMS B paboTe min y4ueoe;

4. He ucnone3yit nyOnuunbiii WI-FI mis nepemaum NTUYHBIX JaHHBIX, HampuMep IJs BBIXOJA B
COILIMAJIbHBIC CETH WJIU B DJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonbko 3anmiiennoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
anpeca BBoau umenHo "https://";

6. B mo6unbHOM Tenedone orkimoun Qynknuio "llonkmiouenne k Wi-Fi aBromaruuecku". He
JIOITyCKal aBTOMAaTHYICCKOTO IMOAKITFOUCHUS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTH

ComnuasibHbIE CETH AaKTHMBHO BXOJST B HAIy JKH3Hb, MHOTHE IO PAbOTAIOT M KHBYT TaM
nocTosiHHo, a B Facebook yxke 3apeructpupoBan MUJLIMAp/ YENOBEK, YTO SIBISIETCS OJHOM CEIbMOM BCex
KUTENCH TUlaHeThl. MHOTHE TOJIb30BaTeIM HE MOHUMAIOT, 4YTO HWHGOpMaIus, pa3MelleHHas HMH B
COLIMAJIbHBIX CETSIX, MOXKET OBbITh HalJIeHa W KMCIIOIb30BaHA K€M yroJHO, B TOM YHUCIIE HE 00S3aTeNbHO C
OnaruMu HaMepeHUSIMH.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COLMAIBHBIX CETAX:

1. Orpannub crnucok apy3ed. Y TeOs B APY3bsX HE JIOJDKHO OBITh CIIy4allHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3ammiuail cBOKO 4YacTHYIO >Ku3Hb. He ykaspiBail maponu, TenedoHbl, ajpeca, JaTy TBOErO
POXKICHHS U APYTYIO TUYHYIO HH(DOpMAaLNIO. 370YMBIIUIEHHUKH MOTYT MCIIOJIb30BATh J1axe HH(HOPMAIUIO
0 TOM, KaK Thl U TBOU POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuiail cCBOI penyTaluio - AepkKHU €€ B YUCTOTE U 3a/laBail cede BOMPOC: XOTEN Obl Thl, YTOOBI
JpyTHE TOJh30BATESIIM BHJEIH, YTO Thl 3arpyxkaemb? [logymaid, mpexkiae 4eM 4YTo-TO OIYyOJIMKOBATH,
HaIlUCaTh U 3arpy3UTh;

4. Ecam Thl TOBOpHUILB C JIFOJABMHU, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3Yd CBOE pEalbHOE HMSI U
IPYTYIO JUYHYIO HHPOPMAIUHU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. U3beraii pasmemenus ¢potorpaduii B IHTEpHETE, I/1€ TH N300paKeH HA MECTHOCTH, 10 KOTOPOU
MOHO OIIPEAEIIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpamuv B COIMATBHON CETH HEOOXOIUMO HCIIOIH30BATh CIIOKHBIC ITAPOITH, COCTOSIINE
13 OYKB ¥ IU(P U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jns counanabHOM CETH, MOYTHl U JIPYIMX CAaHTOB HEOOXOIMMO HCIOJIb30BATh Pa3HbIE MapOJIH.
Tornpa ecnu Te0s B3IOMAIOT, TO 3J0YMBIIUIEHHUKH TOTy4YaT JOCTYH TOJBKO K OJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHBbIE 1€eHbIH



DJEeKTPOHHBIE JIEHBIM - 3TO OYEHb YIOOHBIN croco0 IaTexel, 0OJTHAKO CYIIECTBYIOT MOILICHHUKH,
KOTOpBIE XOTAT MOJYYUTh 3TH JCHBIHU.

ONEKTPOHHBIE IEHBI'H MOSBUIMCH COBCEM HEJaBHO U MMEHHO M3-3a 3TOT0 BO MHOTHX I'OCYJapCTBaX
710 CUX I10p HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DyHKIIMOHUPYIOT U O HUX YK€ IPOMNMCAHO B 3aKOHE, IJIe€ UX pa3feisaioT Ha
HECKOJIBKO BMJIOB - AHOHUMHbBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeliaercss IMPOBOAMTH omepauuud 0e3 HACHTU(UKAUM [0Jb30BaTels, a B HEAHOHMMHBIX
UICHTH(UKAIUS TI0JB30BATEIIS SBIISETCS 0053aTeIHLHOM.

Taxoke cnenyer pa3nuyaTh 3JIEKTPOHHBIE (PMATHBIE AEHBIM (PaBHBI TOCYAAPCTBEHHBIM BaIOTaM) U
AJIEKTPOHHbBIEC HEPUATHBIE AEHBIU (HE PAaBHBI TOCYJaPCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBETHI 10 0e30MacHOi padoTe ¢ 3JIeKTPOHHBIMH ICHbI'AMMU:

1. IlpuBsoku K cdeTy MOOWIBHBIN TenedoH. DTO camblil ymOOHBIA M OBICTPBIA CIIOCOO
BOCCTAHOBUTH JOCTYH K cuery. IIpuBsi3aHHblii TenedoH momoxer, eciu 3a0yAellb CBOW IIATEXKHBIH
MapOoJIb WUJIW 3aiACIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit onHOpa3oBble nmapoiu. Ilocie nepexosa Ha yCHMIIEHHYIO aBTOpU3aLUIO TeOe yxKe He
OyzeT yrpokaTh ONaCHOCTb KPayku HIJIM TepexXBaTa IIaTeKHOTO IMapoJIs;

3. BeiGepu crnoxublii napoisib. IlpectynmHukam Oyler He HpOCTO yrajaTh CIOXKHBIM Iaposib.
HanexHble mapoiu - 3T0 mapoii, KOTOPBIE COJIEPKAT HE MEHEee 8 3HAKOB M BKIIIOYAIOT B C€0s CTPOUHBIC U
IPONMCHBbIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB, TAKME KaK 3HAK Jl0Ju1apa, (hyHTa, BOCKIULATEIbHBIH
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCILb.

DJIeKTPOHHAS MOYTA

ONEKTpOHHAs Io4YTa - 3TO TEXHOJOIMS M IPEJOCTaBISEMBIE €H0 YCIYrM IO IEpPECBUIKE U
MOJTYYCHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PpaCHpeieisiioTcs B KOMIbIOTepHOW ceth. OObIYHO
JIEKTPOHHBIN TOYTOBBIM SILIMK BBINNIAUT CIEAYIOIIMM 00pa3oM: HMs I0JIb30BaTENA(@UMS JIOMEHA.
Taxxe kpoMme nepegauu IPOCTOro TEKCTa, UMEETCS BOZMOKHOCTD MepeaaBaTh (ailiibl.

OcHoBHBIE COBeTHI 10 0€30MacHOi padoTe C 3JIeKTPOHHOM MOYTOH:

1. Hago BBIOpaTh mNpaBHIIBHBIA TOYTOBBIA CEpBHC. B HMHTEpHETE €CTh OTPOMHBINH BBIOOD
OecCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJITHAKO JYYIlE JOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBbI B peHTHHTE;

2. He yka3pBaii B JMYHOM moure nuuHyto wuHpopMmanuio. Hampumep, mydme BbIOpaTh
"My3bIKanbHbIN _panat@" wim "pok2013" BmecTo "Temal3";

3. Hcnonp3yll ABYXATANHYK aBTOpU3ALMIO. DTO KOI/Ia MOMHMO Mapojs HYXKHO BBOJIUTH KOJ,
npuckLiaeMbii mo SMS;

4. BpiOepu CIOXKHBIA Mapoiib. [l KaKJOro MOYTOBOTO SIIMKA JODKEH OBITH CBOM HAIC)KHBIM,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecth BO3MOKHOCTH HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITOJIB3YH 3TY BO3MOYKHOCTD;

6. Mcnonb3yli HECKOJIBKO IMOYTOBBIX SAIIUMKOB. IIepBbIil [UIsi 4acTHOM NEPENUCKH C anpecaTaMy,
KOTOPBIM ThI JIOBEpseIIb. DTO NEKTPOHHBINA aapec He HAJ0 MCIIOIB30BaTh IPU PETUCTPAIH Ha (hopyMax
M calTax;

7. He oTkpbIBaii (ailsiel U Jpyrue BIOKEHUS B MTUCbMaX, AK€ €CJIM OHM MPHIIUIA OT TBOMX APY3EH.
Jlydie yToYHM y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailiibl;

8. Ilocne okoH4yaHus pabOThI Ha IOYTOBOM CEPBUCE MEPEJ] 3aAKPHITUEM BKIIAJIKHU C CAaliTOM He 3a0y/b
Ha)kaTh Ha "Berit".

Ku6epOy/uIMHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOynauHr - mnpecieloBaHUE COOOIIEHUSAMH, COAEPIKAIIMMU OCKOpPOJICHMs, arpeccuro,
3alyTruBaHKE; XyJIUTaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C IOMOILIBIO Pa3IMUHbIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KHOEepOyIJIMHIOM:

1. He Opocaiicst B 60#. JIyumuii crroco0: MocoBETOBATHCS Kak ce0si BECTH U, €CIIM HET TOTO, K KOMY
MOKHO O0OpaTuUThCs, TO BHauyajle YCIOKOUThCA. EciaM Thl HayHelIb OTBEYaTh OCKOPOJEHHUSAMHU Ha
OCKOpOJIEHUSI, TO TOJIBKO elle OOJIbINe pa30kKelb KOH(IHKT;,
2. YmpaBinii cBoeil kubeppernyTaimei;



3. AHOHMUMHOCTb B ceTH MHHuMas. CyIlecTBYIOT CHOCOObI BBIICHUTh, KTO CTOUT 3a aHOHHMHBIM
aKKayHTOM,;

4. He cTOMT BeCTH XYJHUIaHCKMH 00pa3 BUPTYyalabHOH >Xu3HU. MHTEepHET (UKCHpyeT Bce TBOU
NEUCTBUS M COXPAHSICT UX. Y AAIUTh UX OyJeT KpaiHe 3aTpyAHUTEIBHO;

5. CoGunroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHu4HbI HeratuB. OIHOpa30BBIE OCKOPOHWTEIBbHBIE COOOIICHHS JIydYIle
UrHopupoBaTh. OOBIYHO arpeccHst peKpallaeTcs Ha HadyaJlbHOM cTauy;

7. Ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIEHUSIMH, B COIIMATBHBIX CETSIX €CTh
BO3MOKHOCTb OJIOKMPOBKH OTIIPABKU COOOILEHUI € ONpeIeIEHHBIX aJ]pecoB;

8. Ecim Thl cBuzmerens kuOepOyimmHra. TBOM JEeMCTBUS: BBICTYIIUTH NPOTUB TPECIICAOBATENS,
II0OKa3aTb €My, 4YTO €ro ACWCTBHUs OLEHUBAIOTCS HEraTHBHO, IOJAJEP/KaThb XXEPTBY, KOTOPOW HY)KHA
MICUXOJIOTUYECKAs! TIOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBECHHS B CETH.

MoonabHblii Tes1edoH

CoBpeMeHHbIE CMapTQOHbBI U IUIAHIIETHI COJEP)KaT B cede BIIOJIHE B3pOCIbIA (YHKIMOHAT, U
Telepb OHU MOTYT KOHKYPUPOBaTb CO CTallMOHApHBIMU KOMIbOTEpaMu. OIHAKO, CPEACTB 3allUThI IS
MIOJI00HBIX YCTPOMCTB ITOKA OYEHb Mayo. TecTupoBaHUE U MOMCK YS3BUMOCTEH B HUX NPOUCXOJUT HE TaK
MHTEHCUBHO, Kak 1y 1K, To e camoe kacaeTcs U MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHBIE MOOMIIBHBIE Opay3epbl yXKe NMPaKTHYECKH JOTHAIM HACTOJBHBIE aHAJIOTH, OJHAKO
pacipenue GyHKIMOHAIA BI€YET 32 COO0M OOJIBLIYIO CIIOKHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlanexo He Bce MPOM3BOIUTENHN BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YI3BUMOCTH
JUISL CBOMX YCTPOMCTB.

OcHoBHbIE cOBeTHI 1JIs1 0€30MaCHOCTH MOOMJILHOTO TeJieoHA:

Huuero He sBisieTcst mo-HacrosimeMy OecruiaTHbIM. Bynb ocTopoxkeH, Beab Korjaa tebde
MpeUIaratoT OECIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBHITHI KAKHE-TO TUIATHBIC YCIIYTH;
Hymaii, npexxae yem otnpaBute SMS, ¢oro unu Buaeo. Thl TOUHO 3Haelb, TJie OHU OyAyT B
KOHEYHOM uTOre?
Heo6x0a1Mo0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Hcnonp3yit aHTUBHPYCHBIE TIPOTPAMMBI 11 MOOMIIBHBIX TeIe()OHOB;
He 3arpyxail npujoXeHUs OT HEM3BECTHOIO MCTOYHMKA, BEAb OHU MOIYT COJEP)KaThb
BPEIOHOCHOE MPOrpaMMHOE 00ecTieYeHNE;
ITocne Toro kak Thl BBIMJEIIb C caiiTa, Iie€ BBOJWI JUYHYIO MH(OpMaIuio, 3aiiu B
HACTpOIKHU Opay3epa u ynanu cookies;
[Tepuoanuecku MpoBepsiii, KAKKUE IUIATHBIE YCIIYTH aKTUBUPOBaHbl HA TBOEM HOMEDE;
JlaBaii cBOif HOMEp MOOHIJIBHOTO Tene(OHa TOJNBKO JIOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsIEIIb;
Bluetooth nomkeH ObITh BBIKIIOYEH, KOTJa Thl UM He Moib3yembes. He 3a0biBail mHOTIA
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBI - ATO KPAaCOYHbIE, 3aXBaThIBAIOIIME Pa3BICUEHUS, O0BEIUHSIONINE
COTHH THICSY YEJIOBEK MO BCceMy MHUpY. VrpoKH HMCCIEAYIOT AaHHBIA UM MHUp, OOIIAIOTCS APYT C JPYTOM,
BBITNIOJHAIOT 33JaHMsI, CPaXalOTCA C MOHCTpAaMU M IIOJy4alOT OIBIT. 3a yIOBOJIBCTBUE OHH IUIATAT:
MOKYMNAIOT TUCK, OIUIAYMBAIOT A0OHEMEHT HJTU MPHOOPETAIOT KaKHEe-TO OIIUH.

Bce stu cpeactBa uayT Ha MOAJEp)KaHME M Pa3BUTUE UIPHI, a TaKKe Ha camy O€30MacHOCTS:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOpPU3AllMM, BBITYCKAIOTCA HOBblE NaT4u (UKU(pOBBIE 3aIUIATKU IS
IIPOrpamMM), 3aKpbIBAIOTCSl YSI3BUMOCTH CEPBEPOB.

B 1mono0HBIX Urpax CTOWT OmMacaTtbCs HE CTOIBKO CBOMX COINEPHUKOB, CKOJBKO KPaXXH TBOETO
napoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIbIIMHCTBA UTP.

OcHoBHbIE cOBeThI 10 0€30NACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:

1. Ecnu apyroii urpok BezneT cedsl IUI0XO MM CO3JaeT TeOe HENMpHUATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Iloxamylicda agMHHHCTpaTOpaM WIPbl Ha IIJIOXO€ IIOBEJAECHHE JTOI0 HUIPOKA, JKEJNATEIBHO

MIPWIOKUTh KAKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;



3. He yka3piBaii muunyto nHGopManuio B podaiine urpsl;

4. YBaxail 1pyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeodunanbHbIE MAaTYU U MOJBIL;

6. Micnionp3yi ClI0>KHBIE U pa3Hble M1apoJiy;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYATh aHTHBHUpYC. [loka ThI Urpaemib, TBOH KOMIIBIOTEP
MOTYT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OOBIYHOM KpaXkeil JEeHer M JOKYMEHTOB CETOJHS Y)K€ HHKOIO HE YAHMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCh B HMHTEPHET, W MPOAODKAIOT 3aHUMATHCS
"TFOOMMBIM" JTEITIOM.

Tak mosiBUNIach HOBasi yrpos3a: HMHTEPHET-MOIICHHUYECTBA WU (DUINUHT, TJaBHAS Leb KOTOPOTo
COCTOWT B IMOJTYYCHUH KOH(DHUICHITUAIBHBIX JaHHBIX ITOJIH30BATEIICH - IOTHHOB | mapoJiieii. Ha anrimiickom
s3bike phishing ynTtaercs kak ¢pummuHr (ot fishing - peioHas noBis, password - maposb).

OcHoBHbIe coBeThI 0 0opble ¢ GUIIMHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTH aIMHUHUCTPATOPAM pecypca 00 3TOM KaKk MOYKHO CKOpee;

2. Ucnonb3yit 6e30macHble BEO-CaThI, B TOM YHCIIE, UHTEPHET-MarasnHoOB U MMOMCKOBBIX CUCTEM;

3. HUcnonw3yit cnoxkHble W pasHble mnapoiu. Takum oOpa3om, eciu TeOS B3JIOMAlOT, TO
3NIOYMBIIUICHHUKY MOIYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOGUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMalHM, TO HEOOXOJMMO TMPEIyNpEeNnTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBjieHbl y TeOs B JPY3bsiX, O TOM, YTO TeOS B3JIOMAIM M, BO3MOXKHO, OT TBOEro HMMEHHU OyJer
pacchuIaThCs CIlaM U CCHUIKH Ha (PUIIUHTOBBIE CAWTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOHITBHBIHM TenedoH;

6. OTKITIOYM cOXpaHEHUE MMapodisi B Opaysepe;

7. He oTkpbiBaii (haiinsl U Ipyrue BIOKEHUS B MUChbMaX, JaKe €CJIM OHU MPHIILIN OT TBOUX IPY3€EH.
Jlydie yTOYHH y HUX, OTIIPABIISUIH JIM OHU TeOe 3TH (aiiiibl.

Hu¢posas penyrauus

[MudpoBass pemyraums - 3TO HETaTHBHAs WM TO3UTHUBHAas WHpoOpManus B ceTH O Tele.
Kommpomerupytomas nHbopmaius, pasMeiieHHas B HHTEpHETE, MOXKET CepPhe3HbIM 00pa3oM OTPa3UThHCS
Ha TBOeW peanbHOW ku3HU. "LludpoBas pemyranusa" - 3TO TBOW HWMHIDK, KOTOPBIH (GopMuUpyeTcs Hu3
nHpopmaluu o Tebe B MHTEpHETE.

TBoe MeCTO JKUTENbCTBA, y4eObl, TBO€ (PHMHAHCOBOE NOJOXKEHHE, OCOOEHHOCTH XapakTepa M
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.

MHorue noJpOoCTKH JETKOMBICIIEHHO OTHOCATCS K IyOJIUKAINK JTHYHOW nHpopmanuu B UHTEpHETE,
HE MOHUMAasi BO3MOKHBIX MOCHeNCTBUN. Thl make HE CMOXKEIb J0TragaThCs O TOM, 4To (oTorpadus,
pasMeleHHas 5 JeT Ha3al, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmemienue tBoux Qororpaduii u apyrue ASHCTBHS MOTYT HE HMCYE3HYTH JaKe
[OoCJie TOro, KaK Thl MX yJajuilllb. Thl HE 3Haellb, KTO COXPAaHWUJ 3Ty MH(POpMAIUIO, Tomajia JU OHA B
MOMCKOBBIE CHUCTEMBbl M COXpPaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAlOT O TeOe OKPYXKAIOLIUE JIOMAH,
KOTOpBIC HAWAYT U YBUIAT 3T0. HaliTh nH(MOpMAIINI0O MHOTO JIET CITYCTSI CMOXET JTFO00H - Kak U3 JT0OpBIX
noOyKJIeHUH, TaK U C HAMEPEHUEM IPUYUHUTH BPeJl. ITO MOKET OBITh KTO YTOJHO.

OcHoBHbIE cOBeThI M0 3amKTe UUGPOBOI penyTanuu:

1. [Momymaii, mpexxie 4eM 4To-TO MyOIMKOBaTh U Mepe/iaBaTh y ceds B OJore Wid B COLMATBHOM
CceTu;

2. B mHactpoiikax mnpoduis yCTaHOBM OrpaHUYEHHS HAa MPOCMOTP TBOEro Mpoduias u ero
COJZIEP’KUMOT0, CJIeNIall €ro TOJbKO "Isl Ipy3en';

3. He pa3smemaii u He ykaspiBall MH(pOpMAIMIO, KOTOpas MOXKET KOTo-THOO OCKOpONSTH WU
00MXKaTh.

ABTOpCKOE TPaBo

CoBpeMeHHbIE IIKOIbHUKH - aKTUBHBIE M0JIb30BaTENN HUPPOBOro npocrpancTsa. OmIHAKO NajIeKo
HE BCE 3HAIOT, YTO MOJH30BaHUE MHOTMMH BO3MOXXHOCTSIMU IU(PPOBOTO MHUpa TPeOyeT cOOI0ICHUs paB
Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.



TepMun "uHTeNIEKTyaabHasi COOCTBEHHOCTH'" OTHOCHTCS K Pa3IMYHBIM TBOPEHHUSM YEJIOBEUECKOTO
yMa, HaurlHas C HOBBIX M300PETEHUI 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HAa MIPOIYKTHI U YCIYTH, U
3aKaH4MBasi KHUramu, potorpadusiMu, KHHOPUIbEMaMU U MY3bIKaJTbHBIMU ITPOU3BEACHUSIMHU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HMHTEJUICKTYaJIbHYI0O COOCTBEHHOCTh Ha NMPOU3BEACHHS HAYKH,
JuTepaTyppl M HCKycCTBAa. ABTOPCKHME IIpaBa BBICTYHNAIOT B KAyeCTBE TapaHTUU TOrO, 4YTO
WHTEIUICKTYalIbHBIN/TBOPYECKUI TpyA aBTOpa HE OYIeT HampacHBIM, JacT €My CIpPaBeIJIMBBIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3yjbTaTaxX CBOETO TpyZa, MOJYyYUTh U3BECTHOCTh U Ipu3HaHue. Hukro 6e3
paspeleHuss aBTOpa HE MOXET BOCIPOU3BOJIUTL €r0 TPOU3BEICHUE, PACHPOCTPAHAThH, ITYOJIUIHO
JE€MOHCTPUPOBaTh, IMpoJaBaTh, HWMIIOPTUPOBATh, IMyCKaThb B TMPOKAT, MyOJUYHO HCIOIHSTH,
MTOKa3bIBaTh/UCTIONHSATE B 3QUpe WK pa3meniats B IHTepHeTe.

Hcnonp3oBanue "MUPaTcKOro" MporpaMMHOTO 00ECIICUSHUSI MOXKET MPUBECTH K MHOTUM PUCKAM:
OT MOTEPH TAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKHU TBOETO yCTPOMCTBA, T/I€ YCTAaHOBJICHA HEJIeTalbHas
nporpamMMa. He ctout Ttakke 3a0bIBaTh, YTO CYIIECTBYIOT JeTalbHbIe U OeCIIaTHBIE IPOTPAMMBbI, KOTOPBIE
MO>KHO HAMTH B CETH.

CereBUYOK.p( - TBOM TMIaBHBIM COBETYHK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH B CETH
MOHSATHBIM U JJOCTYITHBIM SI3BIKOM, & TIPH BO3HUKHOBEHUU KPUTUUYECKOW CUTYaIlMd OOPATUTHCS 32 COBETOM.
A Takke IPUHATH y4acTHe B KOHKYPCaX U CTaTh CaMbIM LHU(PPOBBIM I'paxIaHUHOM



